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1 Introduction

In modern computing, Graphics Processing Units (GPUs) have transcended their
traditional role in graphics rendering, emerging as powerful platforms for par-
allel computation. Unlike conventional CPUs, which have been widely studied,
GPUs offer a fundamentally different architectural approach. We believe that
leveraging GPU-based models can provide innovative solutions to critical dis-
tributed computing challenges, including consensus, leader election, and atomic
broadcast. In this paper, we introduce a GPU-inspired computational model and
demonstrate its effectiveness in addressing the Byzantine consensus problem. To
establish a foundational understanding of GPU architecture, we first present key
concepts.

The GPU Architecture. GPU is a specialized processor originally developed
to meet the demands of the rapidly expanding video game industry. Designed to
execute a large number of floating point calculations and memory operations per
video frame in advanced games, GPUs have since found widespread applications
in scientific computing, artificial intelligence (AI), and high performance comput-
ing (HPC) |14]. Unlike traditional Central Processing Units (CPUs), which excel
at managing complex control logic, GPUs are optimized for efficiently handling
thousands of simple parallel tasks.

Fig. [[] presents a high-level overview of a typical GPU architecture. The ar-
chitecture is built around Streaming Multiprocessors (SMs), which are the fun-
damental computational units. Each SM comprises multiple processing units,
known as streaming processors or cores. However, these cores lack individual
program counters, unlike CPU cores. Within an SM, the computation is further
organized into thread blocks, where each block consists of a group of threads
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Fig. 1. Illustration of CUDA-capable GPU Architecture [14]

that collaborate and share local resources, such as registers and shared memory.
Execution within an SM occurs in groups of (currently) 32 threads, referred to
as warps, which operate under the Single Instruction, Multiple Threads
(SIMT) execution model. In this model, all threads within a warp execute the
same instructions simultaneously but possibly on different data. Additionally,
suppose that the total number of active threads in a warp is fewer than the
number of available cores. In that case, the unused cores will remain idle, un-
derutilizing the GPU’s processing power. Thus, threads within a warp exvecute
synchronously in a lock-step fashion, whereas warps within a block execute asyn-
chronously and may proceed in any order relative to one another. The hierarchy
of GPU components and the execution model is illustrated in Fig.
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mask the latency that warps experience while preparing the next instruction for
execution.

GPUs and CPUs have fundamentally different architectures which are op-
timized for distinct workloads. CPUs are designed to minimize instruction ex-
ecution latency, whereas GPUs are built to maximize throughput [14]. As dis-
cussed earlier, threads within a warp execute synchronously, while execution
across warps is asynchronous. The warp scheduler also ensures progress for the
threads, which otherwise can be a major challenge in designing solutions for
asynchronous processes. Additionally, constructing shared memory with varying
read-write access across multiple threads is not as straightforward as in CPUs.
Byzantine Faults in GPU Systems. In modern computing environments,
GPUs are increasingly shared across multiple processes, such as in NVIDIA’s
Multi-Process Service (MPS), requiring a mechanism for fair, efficient and fault-
tolerant resource allocation [26]. Furthermore, in HPC clusters, where multiple
GPUs collaborate on complex computations, failures in individual nodes can
jeopardize the integrity of the entire task. Another key motivation stems from
the well-documented observation that GPUs exhibit a higher susceptibility to
hardware errors compared to CPUs [4].

These hardware faults can manifest as arbitrary or erroneous software be-
havior, which can be particularly challenging to predict and mitigate. Transient
faults, such as bit flips caused by cosmic rays or voltage fluctuations, are no-
toriously difficult to model. We argue that a Byzantine fault-tolerant (BFT)
approach is well-suited for handling such unpredictable failures, as it can pro-
vide correctness guarantees even in the presence of arbitrary faults.
Motivation for Byzantine Consensus in GPUs. Agreement among multiple
parties is a fundamental problem in distributed computing for a wide range
of applications |17]. Considerable research efforts have been directed toward
delving into consensus mechanisms within shared memory systems. Currently,
there is an increased emphasis on Byzantine fault-tolerant shared objects [5]
16|.This interest is further motivated by the universality of consensus [§|, as
solving consensus enables the wait-free implementation of all shared objects in
asynchronous systems.

A robust consensus protocol can ensure priority-aware scheduling, prevent re-
source starvation, and optimize performance in multi-tenant GPU systems [15].
Thus, considering the popularity of GPU systems and the Byzantine errors that
can possibly be exhibited by these systems (as argued above), in this work we
explore Byzantine Fault-tolerant Consensus algorithms in GPU Shared memory
systems.

Contributions. The main contributions of this paper are the following:
(a) We formalize a novel GPU-inspired Shared Memory Model that abstracts the
unique features of the GPU architecture detailed above (Section [2).
(b) We detail the Byzantine Consensus problems we consider in this work (Sec-
tion and develop a Byzantine-tolerant consensus solution tailored for this
memory model, thus demonstrating its utility (Section . Our solution utilizes
the StickyCAS object, a novel shared object we introduce and specify. In Ap-
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pendix [A] we provide a StickyCAS implementation which is built using CAS.
(c) We prove the solution’s correctness and fault-resilience (Section [f]).

2 The GPU-inspired Shared Memory Model

In this section, we formalize a shared memory model inspired by the GPU frame-
work detailed in Section[I] We consider a shared memory system where processes
communicate only by accessing shared memory objects. Following Cohen and
Keidar [5], we assume that the shared memory is reliable (e.g., it cannot become
inaccessible or corrupted), which is also commonly assumed in HPC Applica-
tions [12]. The proposed model is depicted in Fig. [3|and the various components
are detailed here.

Processes. The system consists of a known static set of n processes, Py, Ps, ... P,.
These processes correspond to threads of a block of a Streaming Multiprocessor
in a GPU. As discussed, these threads are distributed in warps (recall Fig. . We
denote by p the size (number of processes) of a warp. Thus, the system consists
of [n/p]| warps. In this paper, we focus on a single block of a single SM as our
system (the circled components in Fig. [3).

Phase-Based Computation. The computation proceeds in synchronized phases.
In a given phase, only one warp is scheduled by the warp scheduler (recall Sec-
tion |1} also see below). Since there is one warp per phase in our model, the terms
“warp” and “phase” inherently mean the same in this document. Within a phase,
each process can perform a constant number of instructions, which include access
to the shared objects along with some local computation. Recall from Section
that processes (threads) in the same warp operate synchronously in a lock-step
fashion, whereas processes across different warps operate asynchronously. Thus,
processes in the same phase are synchronous and perform the same instructions
(except Byzantine ones — see below), but phase duration might be different.
However, due to the small warp cycle approach of GPUs (cf. Section , the
latency of the phases is bounded to a specific number of instructions. In other
words, the scheduler enables processes in a warp to perform the same (small)
number of instructions (even for the Byzantine ones).

Shared Memory System. Shared memory systems are characterized by a uni-
fied address space that is accessible to all components within the system [17].
As typically assumed in the shared memory model, cf. [5], the shared memory is
non-corruptible and can only be accesses through objects like registers. Specif-
ically, the communication between processes is through the APIs exposed by
the objects in the system; processes invoke operations that in turn, return some
response back to the process.

Failure Model. We consider Byzantine failures |18]. In particular, we consider
an adversary that may adaptively corrupt up to f < n processes in the course
of the computation. A corrupted process, called Byzantine or faulty, may devi-
ate arbitrarily from the specified protocol (for example, instead of performing
a read, it might choose to perform a write) [5]. More specific to our model, a
faulty process within a warp in a given phase might perform a different set of in-
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Fig. 3. Illustration of the system model

structions than the one indicated by the protocol. However, it cannot exceed the
latency of the given phase or impersonate another process (and thus gain access
to a phase in place of another process). A process that is not corrupted, called
correct, follows the protocol and takes infinitely many steps. We will be referring
to a protocol that can tolerate up to f Byzantine processes as f-resilient.
Warp Scheduler. As mentioned, GPU architectures typically include a hard-
ware scheduler to schedule the warps [20]. The scheduler maps each thread in
the warp to an individual core, and then the threads start executing. Threads
(e.g., Byzantine) cannot masquerade as others to deceive the scheduler nor can
they bypass the scheduler, as by design, processes/threads can only be activated
for computation by the scheduler. Motivated by existing hardware available to
multi-core systems, in this work we consider fair scheduling [24,27], which gives
every process a chance to execute. Further, we assume that the warp scheduler
does not exhibit Byzantine behavior, as otherwise it would not be fair anymore.
The fair scheduler together with the synchronous execution of the threads inside
the warp, realize the synchronized phase execution.

As one might conclude, our proposed model abstracts the components and the
operation of modern GPUs, as extensively analyzed in Section[I] By establishing
this model, we aim to explore its potential for solving fundamental problems in
the field. To our knowledge, this is the first work that leverages a shared memory
system model inspired by GPU architectures to address the Byzantine consensus
problem, which we present next.

3 Byzantine Consensus

Generally speaking, in the consensus problem, a collection of n processes pro-
pose values, and they need to agree on a value. Depending on the requirements
imposed on the value agreed (validity property), we have different variations of
the (Byzantine) consensus problem. In this work, we consider two variations of



6 C. Georgiou et al.

Byzantine consensus:
(a) Common-value Byzantine Consensus, where if all correct processes propose
the same value, then this should be the one decided |2].
(b) Strong Byzantine Consensus, where correct processes must agree on a value
proposed by at least one correct process [3/21].

For completeness, we also briefly discuss Weak Byzantine Consensus [21],
although this is not the focus of this work.

Definition 1 (Common-value Byzantine Consensus). Given a set of n
processes out of which f < n might be faulty, and a set of values V, proposed by
correct processes, the following must hold:

— Termination: Fvery correct process must eventually decide.
— Agreement: The value decided by correct process must be identical.
— Common Validity: If V. = {v}, then v must be the consensus value.

Definition 2 (Strong Byzantine Consensus). Given a set of n processes
out of which f < mn might be faulty, and a set of values V. proposed by correct
processes, the following must hold:

— Termination: FEvery correct process must eventually decide.

— Agreement: The value decided by every correct process must be identical.

— Strong Validity: The consensus value must be proposed by at least one
correct process, i.e., final decision € V.

A few remarks on this definition:
(a) The set V. C V, where V is the set of all
the values proposed, including those proposed Consensus Solution Space
by Byzantine processes. (b) Correct processes
do not know the set V' (or V) in advance. (c)
Malkhi et al. |21] originally introduced Strong
Byzantine Consensus in the context of binary
consensus (decided value is either 0 or 1).
Our definition generalizes it to support multi-
valued consensus.

Malkhi et al. |21] also considered weak con-
sensus in the context of binary proposal val-
ues, that is, the decided value is not neces-
sarily one proposed by a correct process. This
represents the most lenient approach, where,
even if all correct processes propose the same value (e.g., 0), the consensus might
still settle on a different value (e.g., 1) due to potential influence from faulty pro-
cesses. This flexibility allows for the final decision to possibly be an input from
a faulty process as well.

Weak Byzantine Consensus

Common Value Byzantine Consensus

Strong
Byzantine Consensus

Fig. 4. Illustration of Consensus
Solution Space

Definition 3 (Weak Byzantine Consensus). Given a set of n processes out
of which f < n might be faulty, and a set of values V' proposed by processes
including the Byzantine ones, the following must hold:
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— Termination: Fuvery correct process must eventually decide.

— Agreement: The value decided by every correct process must be identical.

— Validity: The consensus value must be proposed by at least one process,
i.e., final decision € V.

Fig. [ visually depicts the consensus solution space of the three types of
Byzantine consensus mechanisms explored in this work. Observe that Strong
Byzantine Consensus enforces strict criteria, ensuring that only values proposed
by correct processes are eligible for the final decision. This makes Strong Byzan-
tine Consensus the most reliable consensus method, as it guarantees that no
erroneous values from faulty processes can influence the outcome. In contrast,
Common-value Byzantine Consensus relaxes the validity requirement. When
only a single unique value is proposed by correct processes, that value is chosen
as the consensus value. However, if multiple values are proposed, the protocol
does not mandate a specific choice (it could even be a non-proposed value), as
long as the decision is consistent across correct processes.

4 Byzantine Consensus Solution

In this section, we present our solution for addressing both the Strong Byzantine
Consensus and Common-value Byzantine Consensus. We first describe the design
a novel object, called StickyCAS object (inspired from sticky bits), which is
leveraged by the consensus algorithm.

StickyCAS Shared Object. As we discussed in Section [2 the processes can
access the shared memory via shared objects. In addition, the warp scheduler is
scheduling the processes, in a fair manner, to execute their protocol, including
accessing the memory. As argued by Malkhi et al. |21], in shared memory, and in
the presence of Byzantine processes, a form of persistent non-corruptible object,
like sticky bits, is needed to solve consensus. Otherwise, a value written by a
correct process could later be overwritten by a Byzantine one, and hence leading
to inconsistent states, which in turn can prevent reaching agreement. (Thus,
simple registers or similar objects cannot be used.)

Sticky bits [21] are restricted to binary values (and hence useful for binary
consensus). Since we consider multi-valued consensus, we needed to utilize a
different object. In particular, we assume that the processes have access to a non-
corruptible shared object, which we call Sticky CompareésSwap, or StickyCAS
for short (combination of sticky bits and CAS object); through this object the
processes can access the shared global memory.

Specification. StickyCAS maintains a totally ordered list of n values,
initially empty. It supports two operations StickyCAS-append(val) and
StickyCAS-read(len).

1. StickyCAS-append(val):
(a) It attempts to append val to the list of values maintained if the maximum
limit has not been reached.
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Algorithm 1: Consensus Algorithm

1 DECIDE :
/* On receiving first access to the StickyCAS by the Scheduler  */
2 StickyCAS-append(proposedV alue) ;
/* On receiving further accesses to the StickyCAS by the Scheduler
*/
3 ProposedList < StickyCAS-read([n/pl);
4 return mode(ProposedList);

(b) It returns write successful if val is appended successfully; write failed if
append failed, and limit reached if n values have been already appended.

2. StickyCAS-read(len): Returns the first len values added to the list.

Properties. Recall that in our model, processes are grouped into warps, and in
any given phase, only one warp is executing. Furthermore, (correct) processes
within the same warp execute the same instructions. So, when multiple processes
in the same phase invoke StickyCAS-append(), and provided the limit has not
been reached, only one can succeed; all other processes should receive failed.
In other words, in any given phase, at most one process can change (append)
the state of the list (and once a value is written, it cannot be overwritten or
be deleted, as no such operations are available). StickyCAS-read, on the other
hand is a concurrent read-only method. We elaborate more on these issues in
Section

Consensus Algorithm. We proceed with the description of the consensus
algorithm, Algorithm [I} The key issues that lead to its correctness are detailed
in Section [l

Recall that the systems consists of [n/p] warps (p = warp size), and each
warp execution is a phase in the model. Specifically, in every phase, the warp
scheduler grants access to a different warp of p processes to execute a fixed
number of instructions from their protocol. As we discussed later, the warp
scheduler ensures that once a process is given access to execute, it will again be
given access after [n/p] phases (i.e., after all other warps were granted access).

The consensus algorithm is designed to ensure agreement among processes us-
ing StickyCAS as a fundamental building block. Initially, each (correct) process,
upon its first access to StickyCAS, attempts to write its proposed value using
StickyCAS-append (Line . This ensures that all participating processes com-
pete to contribute their values to the shared memory structure. Subsequently,
when a process gains further access to StickyCAS (regardless of the outcome
of its StickyCAS-append operation), it retrieves a subset of previously written
values using StickyCAS-read, which returns the first [n/p] values appended in
the list. The process then determines the consensus decision by computing the
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modeﬂ of the retrieved values, selecting the most frequently occurring value. The
use of StickyCAS ensures that all processes have access to the same sequence
of written values, and by taking the mode, the system converges to a single
consensus value.

Conceptually the idea seems simple, but there are a few subtle issues that
need to be examined carefully in order to show that this indeed solves Byzantine
Consensus. We do so in the next section.

5 Correctness and Fault-Resilience of the Solution

In order to show that Algorithm [I] solves both versions of Byzantine consensus
we consider in this work (cf. Section, we impose specific assumptions on top of
the model presented in Section[2] We justify these assumptions based on existing
GPU architectures. The reason we have not imposed these assumptions in the
model is because we want to keep the model more general (to be used in other
fundamental problems); these assumptions are needed for the specific solution we
provide. (We do not claim that these specific assumptions are necessary to solve
consensus, they are however, sufficient for the consensus solution we provide.)
Specific Assumptions. To solve Byzantine consensus we further assume:

(a) Round Robin (RR) Warp Scheduler. GPUs are designed with an in-
ternal warp scheduler to efficiently manage core utilization and prevent idling
or resource wastage. This scheduler ensures that computational resources are
allocated effectively, maintaining high throughput. Recall that in our proposed
model (Section , we assume that the scheduler functions as a fair scheduler,
meaning it treats all warps equitably and is not influenced by external dis-
ruptions. Furthermore, we assume that Byzantine processes cannot affect the
scheduler’s behavior. In this section, additionally, we assume that the scheduler
follows a round-robin scheduling strategy, distributing phases evenly among all
available warps where each warp is scheduled again, only after all other warps
have been scheduled. We believe this is a reasonable and realistic assumption,
as Round-robin in GPUs is a baseline scheduling approach that chooses warps
according to their warp ID in either increasing or decreasing order [13]. Multiple
improvements have been proposed and implemented over the baseline scheduling
approach for efficient utilization of the GPU cores.

(b) StickyCAS Operations within a Warp Phase. As detailed in Sec-
tion [2, modern GPUs schedule a constant number of instructions before switch-
ing warps [6]. Here, we make the latency of a phase more specific with respect
to the StickyCAS operations. Since StickyCAS-append(val) appends to the end
of the list, it requires a constant number of instructions regardless of the list’s
length. Thus, we assume that this operation fits within a single phase, and for
simplicity, no more than one StickyCAS-append can occur per phase (otherwise,

3 The mode of a set S is defined as the element z € S that occurs most frequently. In
case of a tie, the smallest such element is chosen.
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the termination bounds shown in the forthcoming analysis could be adjusted ac-
cordingly). However, StickyCAS-read(len) may span multiple phases due to the
list’s variable size. Specifically, we set » < n to be the number of values that
StickyCAS-read can reads within a phase. This means that reading len val-
ues takes [n/p] - [len/r] phases. Given current warp scheduling behavior, "this
assumption aligns with the working of modern hardware architectures.

(c) Global Memory Access. In our solution, we assume that the global mem-
ory isn’t directly accessible to processes. Instead, it can only be reached through
specific objects, like the sticky bits [21] or the StickyCAS object we’ve designed.
These objects serve as controlled gateways to the global memory, ensuring that
all interactions go through well-defined methods. The APIs of these objects can-
not be changed, meaning processes have to work within the constraints of the
existing methods to read or modify the state. This approach helps maintain
consistency and control over how the global memory is used.

With these assumptions in place, we are now ready to prove the correctness and
resilience of our consensus solution.

Parameter Description

The total number of processes in the system.

The set of proposed values from all processes including the faulty ones.

The set of proposed values by correct processes.

The maximum Byzantine processes that the system can tolerate.

The number of processes assigned per warp or phase.

SRS <|=

The number of memory elements that can be read in a given phase.

Table 1. System Parameters

Correctness proofs. For convenience, we provide Table [[| that summarizes the
main system parameters. In Theorem [I] we prove that Strong Byzantine Con-
sensus is solved within ©(n?/p?r) phases, provided that f < m. It follows
that the same algorithm solves Common-value Byzantine Consensus within the
same number of phases, with f < [3], since |[Ve| = 1.

Theorem 1. Algorithm solves the Strong Byzantine Consensus problem
within ©(n?/pr) phases, for f < (CAFSITR

Proof. For Strong Byzantine Consensus, we want the decided consensus value
to be proposed by at least one correct process. We show that Agreement, Strong
Validity, and Termination properties follow essentially from the properties of the
StickyCAS object and the RR Warp Scheduler.

Properties of StickyCAS and RR Scheduler: StickyCAS ensures that in a
given phase, if p processes attempt to invoke StickyCAS-append simultaneously,
then only one will succeed, while the others will fail (see StickyCAS—append.
Therefore, if a Byzantine process executes StickyCAS-append in a phase, it
can potentially succeed, i.e., win the StickyCAS-append, and append a value
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v. The RR scheduler ensures that a second access to a process is only al-
lowed after all processes have completed their first access. Thus, if process P;
executes an StickyCAS-append request in phase ¢, it will be able to invoke
StickyCAS-read([n/p]) in phase £+ [n/p].

Agreement: All the StickyCAS-append calls in a single phase try to append
to the list in a single position as they execute in lock step manner. This is the
position in the array next to the last appended proposed value in the StickyCAS
object. Once appended, the value can not be modified and access to the memory
is allowed only through the StickyCAS object. Therefore StickyCAS guarantees
that ProposedList is consistent across all processes. So all correct processes will
read the same list, compute the same mode value, agree on the same value and
thus, fulfilling the agreement property.

Strong Validity: Given that there are f Byzantine processes, in the worst-case
scenario, all Byzantine processes can win the StickyCAS-append() in f phases.
Consequently, the maximum number of phases with Byzantine presence is f out
of the [n/p]. The remaining [n/p] — f values are proposed by correct processes.
We consider the following cases.

Case (a): The Byzantine processes propose NULL or an empty value.
In this case the mode(ProposedList) results in a value proposed only by correct
processes.

Case (b): All Byzantine processes propose a different value. In
this case the values proposed by them will never gain majority. Consider
a subsequent case where the values proposed by correct processes are also
different, that is, ProposedList contains [n/p] different values. So |V| = [n/p],

as there are [n/p| unique values. Substituting [n/p] for |V], in f < AES
gives f < % Given that in the set V' at most f malicious values can be

proposed, in this scenario |V| — |V.| = f. Substituting |V| = f + |V.| into the
inequality, we get f(|V.|+ 1) < f + |V¢|. Solving this for f gives f < 1. Thus, a
solution is possible only if there are no faulty processes, or at least two correct
processes propose the same value (or a correct and a faulty propose the same
value). In all these cases, validity is satisfied.

Case (c): The Byzantine processes collude on appending the same
value v’ ¢ V.. To consider the worst case, assume that the correct processes
append values different from o', i.e., we have ([n/p]) — f values from V.. Even
if the values appended by the correct processes are equally divided across all

the values in V., i.e., %ﬁ, v’ can only be chosen when f > %.
This would mean that f > m7 which contradicts our initial assumption.

Therefore, the value proposed by the Byzantine processes can only be chosen
if one or more correct processes also propose v’, making it the result of
mode(ProposedList). This ensures the validity of Strong Byzantine Consensus.
Case (d): Byzantine processes proposing values from V.. In this case,
Byzantine processes do not introduce any new values but instead propose values
already present in V,, the set of values proposed by correct processes. The goal
of Byzantine processes in this case could be to manipulate the final decision
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by influencing the frequency of certain values in the ProposedList. Since the
final decision is based on mode(ProposedList), a Byzantine process can only
successfully influence the outcome if it can make a faulty-preferred value the
majority. However, because there are at most f Byzantine processes and at least
([n/p]) — f correct values, their ability to shift the mode is limited. If correct
processes propose values uniformly across V., the most frequent value will always
be one proposed by correct processes unless the Byzantine processes coordinate
with some correct processes to propose the same value. Even in the worst case
where Byzantine processes try to bias the mode toward a specific correct value,
the chosen value will still belong to V., ensuring strong validity.
Case (e): A mix of strategies by Byzantine processes. In this case,
Byzantine processes do not follow a single strategy but instead use a combi-
nation of the previous approaches. Since we have already shown that in each
individual case the Byzantine processes cannot violate validity, a mixture of
these strategies will not allow them to break strong validity either.

Thus, no matter what strategy or combination of strategies the Byzantine
processes employ, they cannot force an invalid value to be chosen, and strong
validity is preserved with the claimed bound on f.

Termination: In our system model, during any given phase, each process per-
forms a fixed number of instructions. An StickyCAS-append operation requires a
constant number of instructions and will complete within the phase. With a RR
scheduler, each process’s StickyCAS-append invocation will occur once within
the first [n/p] phases. The StickyCAS-read(len) operation might span multiple
phases to complete and will take [n/p] - [len/r] phases for each process. Com-
bining StickyCAS-append and StickyCAS-read, and given that len = [n/p]
(as per Algorithm , all correct processes will decide on the same value within
©(n?/(p*r)) phases, provided that f < (WJ’W. This completes the proof. O

From Theorem [T we get the following result for Common-value Byzantine Con-
sensus. (We have illustrated in the Byzantine consensus solution space Fig.
that any algorithm solving Strong Byzantine Consensus will solve Common-value
Byzantine Consensus.)

Corollary 1. Algorithm[]] solves the Common-value Byzantine Consensus prob-
lem within ©(n?/p?r) phases, for f < [251-

Remarks on Resilience. Observe that for Strong Byzantine Consensus the
resilience depends on |V,|: as the size of V. increases, the resilience decreases, and
when |V, |4+1 > [n/p], the algorithm is no longer resilient. It would be interesting
to investigate whether this is not only a sufficient, but also a necessary condition
within the system model we consider.

Also observe that the resilience depends on p, the number of processes that
the scheduler permits access to StickyCAS in a given phase. The lower p is,
the higher resilience we get. In the case that p = 1 and |V,| = 1, f can be as
large as [n/2] for Strong Byzantine Consensus and Common-value Byzantine
Consensus.
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It is essential to highlight that the current analysis adopts a deliberately
pessimistic perspective. This work is an initial step toward understanding the
model’s resilience under worst-case adversarial conditions. We assume that a
single Byzantine thread in a phase always succeeds in writing its own value, while
honest threads fail, which is an unrealistic scenario that likely underestimates
practical resilience. A more optimistic probabilistic fault model, where, e.g., all
threads have equal chances of success, could reveal significantly higher resilience.

6 Related Work

In this work, we aim to formalize the model of GPUs with Byzantine faults
and explore the problems that can be solved within this framework. Consensus
is one of the problems that is being extensively studied in message passing |7
191122] and shared memory [1,[2,/21]. Diverse researchers have approached the
Byzantine consensus problem in shared memory systems in various ways. Malkhi
et al. |21] demonstrated that Byzantine-tolerant objects in shared memory can be
constructed with f < n/3 tolerance, using access control lists, persistent objects
with defined fault tolerance limits, and redundancy. Sticky bits were utilized by
Alon et al. [1] to solve Strong Byzantine Consensus among n processes where
n > 3f + 1, f being the number of faulty processes. Attie [2| showed that weak
Byzantine consensus can be achieved, but only by using non-resettable or sticky
shared objects even in a reliable shared memory setting. Attie |2| has also detailed
an impossibility proof that shows that even with limited-access restriction to
Byzantine processes, it is impossible to achieve Byzantine consensus. However,
we have not been able to find any implementation of sticky bits in hardware.
The closest available technology, Write-Once-Read-Many (WORM) [25], lacks
concurrency support.

Construction of shared memory objects like Byzantine tolerant single writer
multi reader (SWMR) registers have been extensively explored over the years [5]
11,21]. Hu and Toueg have recently proposed implementation of SWMR reg-
isters from SWSR registers |11]| using signatures. A new computing paradigm
where shared memory objects are protected by fine-grained access policies was
introduced by Bessani et al. [3]. Their research highlights the need for byzantine
tolerant protocols and objects for shared memory specifically as such solutions
have been long prevalent in message passing systems. Construction of a shared
memory object called Policy-Enforced Augmented Tuple Space (PEATS) is also
detailed in their work. Their proposed model has a resistance of n > 3f + 1.

These studies underscore the necessity for Byzantine-tolerant protocols and
objects in shared memory systems. Note that most research assumes security
premises such as Public Key Infrastructure (PKI) or controlled access, which
are complex to implement and design. We build on these works to design a
system framework that leverages existing hardware to tolerate Byzantine faults.
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7 Conclusion

Our research aims to leverage existing hardware and software capabilities to
address the challenges posed by Byzantine faults. In this paper, we formalize
a model of shared memory systems inspired by GPU architectures, which can
handle processes exhibiting Byzantine faults.

Our contributions include demonstrating the feasibility of achieving Strong
Byzantine Consensus and Common-value Byzantine Consensus within this
model by utilizing a concurrent object, called StickyCAS. In Appendix [A] the
interested reader can find a crash-tolerant implementation of StickyCAS in a
non-corruptible shared memory setting; the implementation builds on Com-
pare&Swap (CAS) objects, which are known to be implemented in hardware.

One might wonder why we cannot use a CAS object in place of StickyCAS.
CAS is used for accessing a specific memory location. For the needs of our con-
sensus algorithms, we want to ensure that once a value is successfully written in a
memory location, it cannot be modified. In the presence of a Byzantine process,
it seems that CAS cannot “protect” a memory location from not being updated
again.This requirement of memory protection is facilitated by StickyCAS.

We believe our work opens new opportunities for the Distributed and Parallel
Computing community to explore. Our abstraction focused on a single block of
a single SM, as multiple schedulers may operate across different blocks. Future
work could investigate synergies between warp schedulers for interblock com-
putations. Additionally, we aim to enhance the understanding and modeling of
GPU behavior under Byzantine faults, by considering other fundamental prob-
lems of distributed computing within the GPU-inspired model we have devised.
An interesting question is whether the resilience achieved in this work is optimal.

Acknowledgments: We would like to thank Gadi Taubenfeld and anonymous
reviewers for their insightful comments.
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through predefined objects and that object APIs cannot be modified by Byzan-
tine processes. Under this assumption, a crash-tolerant object is sufficient to
achieve Byzantine consensus in the proposed model.

A.2 Preliminaries

We first provide some basic concepts that will help us understand the StickyCAS
implementation.

Crash-tolerant object: A crash failure is a special case of a Byzantine failure,
where the faulty component stops taking any further steps indefinitely; until
that point it always follows the specified protocol. A concurrent object is crash-
tolerant if it is able to satisfy the object specification despite threads invoking
it crash midway.

Atomic Object: A concurrent object/instruction is atomic if all the methods
of the object appear to take effect instantaneously at some point between the
method’s invocation and response |9, Chap. 3], [10].

Wait-Freedom: A concurrent object is wait-free if a non-crashed process is
able to complete all its methods in finite number of its own steps regardless of
execution of other processes that could potentially crash.

Compare and Swap (CAS): It is an atomic wait-free hardware instruction
supported by several modern day architectures. A CAS object is a wrapper
around the hardware CAS instruction. Consider a CAS object O which is ini-
tialized with a value v. The CAS object supports two methods: (a) O.CAS(e, v):
This method atomically compares the current value of O with the expected value
e. If it is same, then € is replaced with v in O atomically. And this method re-
turns true. If the contents of O are not same as ¢, then O remains unchanged
and the method returns false. (b) O.read(): This method returns the current
value of O.

A.3 The StickyCAS Algorithm

Algorithm [2 provides a crash-tolerant implementation of StickyCAS object. This
implementation is designed to function effectively in a setting composed of a
collection of crash-prone synchronous processes, where at least one does not
crash (otherwise it would not have been wait-free). We have utilized the suffix
“ sh”, to indicate that the variable is a shared variable across the procedures
of the StickyCAS object.

Data-Structure. For StickyCAS implementation, we are maintaining an array
of n atomic registers which are initialized with NULL values. The memory com-
plexity of this StickyCAS implementation is O(n/p), in cases where p = 1, the
complexity is O(n)

Algorithm Details. We now detail the two main procedures of the implemen-
tation.
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StickyCAS-append(val): In this procedure, all processes within a phase read the
counter value (k), indicating the array position where they will attempt to write
their proposed value. At Line[9]in Algorithm 2] we verify if & < n, signifying that
the upper limit for proposals has been reached, disallowing further proposals. If
the limit isn’t reached, at Line|10| all correct processes attempt to increment the
counter for the next phase, using CAS, to ensure that this phase’s value isn’t
overwritten. In Line all correct processes will attempt to write their proposed
value using CAS. From the code and the fact that CAS is wait-free, it follows
that this implementation is also wait-free (see Observation . Therefore, even if
all but one processes have crashed, progresses is still achieved and the proposed
value will be appended.

StickyCAS-read(len): This procedure reads values from the consensus data
structure. It takes a parameter [en indicating the number of values to read from
the beginning of the data structure. It returns a list of values from proposedList
indexed from 1 to len.

We now show the correctness of Algorithm

Theorem 2. The implementation shown in Algorithm 3 satisfies the specifica-
tion of an StickyCAS object described in Section [3

Proof. To prove this, we will iterate through each of the items mentioned as a
part of the specification of StickyCAS. We will start with the StickyCAS-append
method.

— StickyCAS-append[(a)} ~ This  specification  states  that  the
StickyCAS-append(val) function attempts to add the proposed value
val to the list of values if the maximum limit has not been reached. This is
ensured by the check on Line [9]

— StickyCAS—append@ This specification states that the
StickyCAS-append(val) returns write successful when the process
has appended successfully, write failed if append failed, and limit reached if
n values have been already appended. This follows from the behaviours of
the CAS object and the return values as shown in the code (Lines 13, 16
and 19).

— In Section[4] we assume that the function call completes within a single phase
and that only one invocation of StickyCAS-append () occurs per phase. This
assumption is supported by the code. The StickyCAS-append (val) method
executes one read operation and two CAS operations on shared memory,
amounting to a constant number of instructions. As a result, these operations
can fit within a single warp cycle. Given by the short warp cycles property
of the model, we can be assured that no process can execute more than one
StickyCAS-append () per phase.

— StickyCAS-read: This specification states that the function returns the
first len values appended in the list. This follows from the atomic na-
ture of proposedList sh]| array. This method scans the first len elements
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Algorithm 2: Crash-tolerant Implementation of StickyCAS

1 class StickyCAS:

2

© o N O s

11
12
13
14
15
16
17
18
19
20

21
22
23
24
25

Procedure Constructor(int n):

// Initialize proposedList_sh and counter_sh

int counter _sh 1 ;

// here ‘value’ is the datatype of the proposed values
value proposedList _sh[n| <- NULL;

nd

Status Procedure StickyCAS-append(val):

int k - counter_sh ;

value m <+ proposedList_sh[k] ;

if (k < n) then

counter _sh.CAS (k, k+1);

// Try to insert the value using CAS

if (proposedList_ sh[k].CAS(m, val)) then
// Check if already n values are inserted
return “Append Success”;

¢}

end
else

‘ return “Append Failed”;
end

end

return “Limit Reached”;

end

value[ | Procedure StickyCAS-read(len):

result [ | < proposedList sh[1 to len];
return result;

end
end

and returns them while a concurrent StickyCAS-append method only ap-
pends. Hence concurrent StickyCAS-append and StickyCAS-read can be
linearized.

This completes the proof.

Having shown the correctness of Algorithm 2|for implementing the StickyCAS

object, we next observe that the implementation of StickyCAS is wait-free. From
inspection of the algorithm, one can see that there are no loops. The StickyCAS
implementation uses the CAS object which is wait-free. Hence, the following
observation follows.

Observation 1 The implementation shown in Algorithm[g is wait-free.

Using StickyCAS object instead of CAS object. One might wonder why
we cannot use a CAS object in place of StickyCAS in Algorithm (Section. As
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mentioned in Section [A:2] CAS is used for accessing a specific memory location.
For the needs of Algorithm [I, we want to ensure that once a value is success-
fully written in a memory location, it cannot be modified. In the presence of
a Byzantine process, it seems that CAS cannot “protect” a memory location
from not being updated again (at a later phase of the computation — Byzantine
processes can deviate from the protocol and modify a previously written value).
This requirement of memory protection is facilitated by StickyCAS.
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